onemoreword

Cybersicherheit — Fortgeschritten

ENGLISCH

threat actor

attack vector

attack surface
zero-day

vulnerability management
penetration testing
pen test

red team

blue team

purple team

security operations center
lateral movement
privilege escalation
persistence

command and control
beaconing

kill chain

threat intelligence
threat hunting
incident response plan

forensics

TRANSKRIPTION

[Bret 'aekta]

[a'teek 'vekta]

[2'tzek 's3:fis]

['ziarav dei]

[,valnara'biliti 'maenidsmant]
[ peni‘trelfn 'testin]

[pen test]

[red tiim]

[blu: tiim]

['p3:pl tiim]

[si'kjuariti ppa'reifnz 'senta]
['leetoral 'mu:vmant]
['priviidz .eska’lelfn]
[pa'sistons]

[ka ma:nd an kan'travl]
['bi:kenin]

[kil fein]

[Bret in'telidzons]

[Bret 'hantin]

['insidant ri'spons plaen]

[fa'rensiks]

UBERSETZUNG
Bedrohungsakteur
Angriffsvektor
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anomaly detection [@'nomali di'tekfn] Anomalieerkennung
behavioral analytics [bi'heivjaral ;aena'htiks] Verhaltensanalyse
machine learning [ma'fiin 'I3:nin] maschinelles Lernen
false positive [fo:ls 'pozitiv] Falschpositiv
false negative [fols 'negativ] Falschnegativ
risk appetite [rnsk 'zepitait] Risikoappetit
risk mitigation [nsk miti'geifn] Risikominderung
business continuity ['biznas konti'nju:iti] Geschaftskontinuitat
disaster recovery [di'za:sta n'kavari] Notfallwiederherstellung
ransomware attack [‘'reensamwea o 'taek] Ransomware-Angriff
denial of service [di'naial av 's3:vis] Dienstverweigerung
traffic spike ['traefik spaik] Traffic-Spike
botnet herder ['botnet 'h3:da] Botnet-Betreiber
malware analysis ['meaelwes a'neelisis] Malware-Analyse
sandboxing ['saenboksin] Sandboxing
reverse engineering [n'va:s end3i'niarnin] Reverse Engineering
obfuscation [ .obfas'keifn] Verschleierung
packer ['paekal] Packer
exploit kit [Ik'sploit kit] Exploit-Kit
drive-by download [draiv bai 'davnlavd] Drive-by-Download
watering hole ['wo:tarnin haol] Watering-Hole-Angriff
supply chain attack [sa'plal ffein a'taek] Supply-Chain-Angriff
insider threat [In'saida Oret] interne Bedrohung
data exfiltration ['deita eksfil'treln] Datenexfiltration
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