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INGLES

threat actor

attack vector
attack surface
zero-day
vulnerability management
penetration testing
pen test

red team

blue team

purple team

security operations center

lateral movement
privilege escalation
persistence

command and control
beaconing

kill chain

threat intelligence
threat hunting
incident response plan

forensics

TRANSCRIPCION

[Bret 'aekta]

[a'teek 'vekta]

[o'teek 's3:fis]

['ziarav dei]

[.valnara'biliti ‘'maenidzmant]
[ .peni‘treifn 'testin]

[pen test]

[red tiim]

[blu: ti:m]

['p3:pl tim]

[si'kjuariti ppa'reijnz 'senta]

['leetaral ‘'mu:vmant]
['priviids .eska'leifn]
[pa'sistans]

[ka ma:nd an kan'travl]
['bi:kanin]

[kil fein]

[Bret in'telidzons]

[Bret 'hantin]

['insident ri'spons plaen]

[fo'rensiks]

TRADUCCION

actor de amenazas
vector de ataque
superficie de ataque
zero-day

gestion de vulnerabilidades
pruebas de penetracion
pentest

equipo rojo

equipo azul

equipo purpura

centro de operaciones de
seguridad

movimiento lateral

escalada de privilegios
persistencia

mando y control

beaconing

cadena de ataque

inteligencia de amenazas

caza de amenazas

plan de respuesta a incidentes

forense digital
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anomaly detection [@' nomali di'tek[n] deteccion de anomalias

behavioral analytics [bi'heivjaral aena'htiks] analitica de comportamiento

machine learning [ma'fi:n 'I3:nin] aprendizaje automatico

false positive [fo:ls 'pozitiv] falso positivo

false negative [fo:ls 'negativ] falso negativo

risk appetite [nsk 'aepitait] apetito de riesgo

risk mitigation [nsk miti'gelfn] mitigacién de riesgos

business continuity ['biznas konti'nju:iti] continuidad del negocio

disaster recovery [di'za:sta ri'kavari] recuperacion ante desastres

ransomware attack ['reensomwea a'taek] ataque de ransomware

denial of service [di'naial av 's3:vis] denegacion de servicio

traffic spike ['treefik spaik] pico de trafico

botnet herder ['botnet 'h3:da] operador de botnet

malware analysis ['meelwea a'naelisis] analisis de malware

sandboxing ['saenboksin] sandboxing

reverse engineering [n'v3:s endzi'niarin] ingenieria inversa

obfuscation [ .obfas'keifn] ofuscacion

packer ['paeka] empaquetador

exploit kit [Ik'sploit kit] kit de exploits

drive-by download [draiv bai 'davnlaud] descarga furtiva

watering hole ['wo:terin haul] ataque watering hole

supply chain attack [so'plal fein a'taek] ataque a la cadena de
suministro

insider threat [In'saida Bret] amenaza interna

data exfiltration ['deita eksfil'trein] exfiltracion de datos
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password spraying
golden ticket

domain controller
certificate pinning
mutual TLS

public key infrastructure
key management service
hardware security module
data classification

data retention

data minimization
secure by design

threat modeling

secure coding

code review

static analysis

dynamic analysis
vulnerability scanning
patch management
configuration drift
hardening

secure baseline

policy enforcement

access review
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['pa:swa:d 'sprenn]
['goaovldan 'tikit]
[de'mein kan'travla]
[sa'tifikat 'pinin]
['mju:tfual ti: el 'es]
['pablik ki: "infro straka]
[ki: "'maenidgmant 's3:vis]
['ha:dwea si'kjuvanti ‘'modju:l]
['deita klzesifi'kelfn]
['derts n'tenfn]

['deits minimai’'zein]
[si'kjua bar di'zain]
[Bret 'mpodhin]

[si'kjua 'kaudin]

[kaod ni'vju:]

['steetik @'naelisis]
[dai'naemik a'nzelisis]

[ . valnara'biliti 'skaenin]
[paetf ‘'maenidzmant]
[kan figja'relfn dnift]
['ha:danin]

[si'kjua 'beislain]

['polisi In‘fo:smant]

['eekses ri'vju:]

TRADUCCION
pulverizacion de contrasefias
golden ticket

controlador de dominio
fijacion de certificado

TLS mutuo

infraestructura de clave publica
servicio de gestion de claves
modulo de seguridad hardware
clasificacién de datos
retencion de datos
minimizacion de datos
seguridad desde el disefio
modelado de amenazas
programacion segura
revision de cédigo

analisis estatico

analisis dinamico

escaneo de vulnerabilidades
gestion de parches

deriva de configuracion
endurecimiento

linea base segura

aplicacion de politicas

revision de accesos
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INGLES
endpoint protection

endpoint detection and
response

network forensics
memory dump

log correlation
threat scoring
security posture
attack simulation
breach notification
regulatory compliance
security awareness
tabletop exercise
playbook
post-incident review

continuous monitoring
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['endpoint pra'tek/n]

['endpoint di'tekfn and n
'spons]

['netwsa:k fa'rensiks]
['memari damp]

[Iog kora'leifn]

[Bret 'sko:rin]
[si'kjuariti 'posta]
[e'teek ssimju'lelfn]
[bri:f naotifi'kelfn]
['regjoulatari kem'plaians]
[si'kjuariti o' weanas]
['teibltop 'eksasaiz]
['pleibuk]

[paust 'Insidant ri'vju:]

[kan'tinjuas 'monitarin]

TRADUCCION
proteccién de endpoints

deteccion y respuesta en
endpoints

forense de red

volcado de memoria
correlacion de logs
puntuacion de amenazas
postura de seguridad
simulacion de ataques
notificacién de brecha
cumplimiento regulatorio
concienciacién de seguridad
ejercicio de mesa
playbook

revision post-incidente

monitoreo continuo
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