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ENGLISH
threat actor
attack vector
attack surface
zero-day

vulnerability
management

penetration testing
pen test

red team

blue team

purple team

security operations
center

lateral movement
privilege escalation

persistence

command and control

beaconing
kill chain
threat intelligence

threat hunting

incident response plan

forensics
digital evidence

chain of custody

TPAHCKPUNUNUA

PYCCKWUMN

3/TOYMbIWNEHHUK

BEKTOP aTaku

NMOBEPXHOCTb aTaku

HYy/1EBOW E€Hb

yrnpaBfieHe ysa3BUMOCTAMMU

TeCTMpoBaHMe Ha NPOHUKHOBEHWNE

NeHTECT

KpaCHasa KOMaHAa

CUHAA KOMaHAa

dnonetosas KoMaHaa

LLeHTp onepauuii 6e3omnacHoCTn

6okoBoe nepemelleHne
noBbllWWeHne I'IpVIBVIJ'IeFVIVI
3aKkpenneHune
KOMaHAOBaHME U ynpaBsieHne
MasiukoBasi akTUBHOCTb
Lernoyka aTtaku

pa3sBeaka yrpos

0X0Ta Ha yrposbl

nnaH pearnpoBaHuns
dopeH3unka

uMdbpoBble AoKa3aTeNbCTBa

Lleno4vykKa XpaHeHuns



ENGLISH

root cause analysis
anomaly detection
behavioral analytics
machine learning
false positive

false negative

risk appetite

risk mitigation
business continuity
disaster recovery
ransomware attack
denial of service
traffic spike

botnet herder
malware analysis
sandboxing

reverse engineering
obfuscation

packer

exploit kit

drive-by download
watering hole
supply chain attack
insider threat

data exfiltration
lateral movement tool

credential stuffing

TPAHCKPUNUUA

PYCCKUH

aHann3 NepBOMNpPUYUHbI
obHapyxeHne aHoManumn
noBefeHYyecKkas aHaamMTuka
MalnHHOe obyyeHune
noxHoe cpabaTbiBaHue
nponyck

pucK-anneTuT
CHUXXEHNE pUCKa
HenpepbIBHOCTb 6M3Heca
aBapumHoe BOCCTaHOBNEHME
aTaka BbIMoraTtens
0TKa3 B 06cnyxmBaHum
BCrieck Tpaduka
onepaTtop 60THeTa
aHanu3 BpeaoHOCOB
necoyHmua
peBepC-UHXUHUPUHT
obdyckauns

nakep

Habop aKCnIoNTOB

3apaxkeHue npu noceLeHnm

aTaka yepes LOBEepPEHHbIN CanT

aTaka Ha LenoyKy nocTtaBokK
BHYTPEHHSS yrpo3a

3KCd)MJ'IpraLI,VIFI AaHHbIX

WHCTPYMEHT 60KOBOro nepeMeLLeHuns

nepebop y4yeTHbIX AaHHbIX



ENGLISH

password spraying
golden ticket
domain controller
certificate pinning

mutual TLS

public key infrastructure

key management service

hardware security
module

data classification
data retention
data minimization
secure by design
threat modeling
secure coding
code review
static analysis

dynamic analysis

vulnerability scanning

patch management
configuration drift
hardening

secure baseline
policy enforcement

access review

segregation of duties

logging retention

TPAHCKPUNUUA

PYCCKUH

pacnbllieHne naponemn

30n0T0M 6Unet

KOHTpO//ep AOMeHa

3aKpensieHne ceptudurkaTa
B3auMHbIN TLS

MHMPaCcTpyKTypa OTKPbITbIX KO4YeNn

CEPBUC YMNpaB/ieHUs KYaMu

al'll'lapaTHbIVl mMoAaynb 6e3onacHocTn

Knaccndumkaums gaHHbIX
XpaHeHue AaHHbIX
MUHUMU3ALMS OAHHbIX
6e3onacHas paspaboTka
MoAeniMpoBaHue yrpos
6e3onacHoe NporpaMMupoBaHue
0630p koga

CTaTUYECKMN aHanus
ANHAMMUYeECKn aHanus3
CKaHMpOoBaHWe ysi3BUMOCTEN
yrnpasfieHme nat4yammu
apend KoHburypaumm
XapAHUHI

6a3oBas KOHGUrypaums
KOHTPOJIb NMOSINTUKM
rnepecMoTp AocTtyna
pasaeneHne o6a3aHHOCTEN

XpaHeHne noros



ENGLISH TPAHCKPUNUUA PYCCKUH

security telemetry TenemeTpus 6e30nacHoOCTH
endpoint protection 3alUMTa KOHEYHbIX YCTPOMCTB
endpoint detection and obHapyXeHne 1 pearmpoBaHue Ha
response KOHEYHbIX YCTPOMCTBaXxX

network forensics ceTeBOM hOpeH3nK

memory dump AaMn namsTu

log correlation Koppensuuns soros

threat scoring OLleHKa yrpos

security posture COCTOsIHME 6e30MacHOCTH

attack simulation cMMynaumsa atak

breach notification yBefoMeHne 06 yTeuke
regulatory compliance perynsaTopHOe COOTBETCTBUE
security awareness 0CBEAOM/IEHHOCTb N0 6e30nacHoOCTU
tabletop exercise HaCTONIbHOE y4yeHue

playbook nnenéyk

post-incident review pa3bop nHumnaeHTa

continuous monitoring HenpepbIBHbIA MOHUTOPUHI
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