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ENGLISH TPAHCKPUNLUMA PYCCKUA
authentication ayTeHTMduMKaumns
authorization aBTopusauus
encryption WwndposaHue
decrypt pacwundpoBbIBaTb
encrypted 3aWndpoBaHHbIf
passphrase naposibHasa dpas3a
password manager MeHezXxep napone
two-factor authentication ABYX(daKTopHas ayTeHTuduKaums
one-time password OZHOPa30BbI/ Naposib
biometric bnomeTpuyeckmi
fingerprint oTrnevyaTok nasnbua
face recognition pacrno3HaBaHue nmua
session ceccus
token TOKeH
certificate ceptudukaTt
vulnerability YS3BUMOCTb
exploit SKCMJIONT
breach B3/10M
data leak yTeuka AaHHbIX
patch narty
security update obHoBNneHne 6e3onacHOCTU
firewall rule npasuao daepsosna
access control KOHTPOJIb AOCTYyNa

permissions pa3pelueHuns



ENGLISH TPAHCKPUNUUA PYCCKUMIA

administrator aIMMHUCTpaTop
privilege npueuneruns

least privilege MUHMManbHble NPUBUIETNN
audit ayaut

log XypHan

logging XYpHanMpoBaHue
incident VHUNAEHT

response pearvpoBaHue

backup copy pesepBHas Konus
restore point TOYKa BOCCTAHOBJ/IEHUS
recovery BOCCTaHOB/EHME
phishing email PULLNHIOBOE NUCLMO
spear phishing Leneson OULLINHF

social engineering coumanbHas MHXeHepus
malware infection 3apa)xeHune BpeaoHOCHbIM 10O
ransomware BbIMOraTesnb

spyware wnunoHckoe MO

adware peknamHoe MO

trojan TPOSH

worm yepBb

botnet 60THeT

suspicious link rnoao3puTeNnibHas Ccbisika
malicious BPeAOHOCHbIN

integrity LLe/IOCTHOCTb
availability OOCTYMHOCTb
confidentiality KOHMUAEHUMANBHOCTb

secure connection 3almuleHHoe coeanHeHune



ENGLISH
proxy
router
Wi-Fi

public Wi-Fi

network segment

intrusion
detection
monitoring
sandbox
quarantine
whitelist
blacklist
update policy
compliance

risk assessment
security policy
password reset
account lockout
brute force
dictionary attack
rate limit
secure storage
encryption key
key rotation
secret

API key

access token

TPAHCKPUNUUA

PYCCKWMN

MpoKcK

poyTep

Balidan

ny6anynHbii Wi-Fi

CEerMeHT CeTun

BTOpPXEHUe

obHapyxeHune

MOHUTOPUHI

rnecoyHuua

KapaHTUH

6enbi cnncok

UEpPHbIA CMNCOK

NnosIMTUKA OBHOBNEHUN

cooTBeTCTBUE

OLleHKa pPW1CKOB

nonuTmuka 6e3onacHoCTu

cbpoc napons

6/10KMpOBKa yYETHON 3anucu

nepebop

cnoBapHasa aTaka

orpaHn4yeHme CKopocCTtu

6e3onacHoe XpaHeHne

K04 WNdpoBaHUS

poTaums Kar4en

cekpet

API-kntouy

TOKEH A0CTYyna
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session cookie CEeCCMOHHas Kyka

zero trust HyneBsoe JgoBepue

device management ynpaBfieHne yCTponcTBaMm
mobile device MO6MIbHOE YCTPONCTBO
remote access yAaneHHbI 4oCTyn
secure wipe 6e3onacHoe cTupaHue
data loss noTeps AaHHbIX

privacy settings HaCTPOWMKM NPUBATHOCTMU
incident report oT4yeT 06 UHUMAEHTE
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