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ENGLISH TPAHCKPUNUNA PYCCKWMIA

authentication [0: Benti'kelfn] ayTeHTMdunKaums

authorization [,0:8arai'zeifn] aBTopu3auuns

encryption [in'kripfn] WwndposaHme

decrypt [di: ' kript] pacwndpoBbIBaTb

encrypted [In'knptid] 3aWmndpoBaHHbIN

passphrase ['pa:sfreiz] naposibHas dpasa

password manager ['pa:swa.d ‘maenidza] MeHeaXep naposen

two-factor authentication [tu: 'faekta o: Benti'keln] AByXdaKTopHasi ayTeHTudumnkaums

one-time password [wan taim 'pa:swas:d] 0AHOpPa30BbIM Naposb

biometric [ baie'metrik] 6nomeTpuyeckuin

fingerprint ['fingaprint] oTrneyaTok nanbua

face recognition [feis rekag'nin] pacno3HaBaHue nuua

session ['seln] ceccus

token ['toavkan] TOKeH

certificate [sa'tifikat] cepTudukaTt

vulnerability [ .valnara'biliti] YSI3BMMOCTb

exploit [1k'splait] 3KCMNIONT

breach [bri:tf] B3J10M

data leak ['deita li:k] yTeuKa AaHHbIX

patch [paet] naTty

security update [si'kjuariti ‘aApdeit] obHoBNeHne 6e3onacHOCTH
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ENGLISH TPAHCKPUNUNA PYCCKUM

administrator [ed 'ministreita] aAMUHUCTpaTop

privilege ['privilidz] npueunerns

least privilege [li:st '‘priviidz] MUHMManbHble NPUBUIETNN

audit ['o:dit] ayauT

log [Ing] XypHan

logging ['login] XXYpHanupoBaHue

incident ['insidant] WHUNAEHT

response [r'spons] pearvpoBaHune

backup copy ['baekap 'kopi] pe3epBHas Konus

restore point [n'sto: point] TOYKa BOCCTAHOB/IEHUA

recovery [r'kavari] BOCCTaHOB/IEHNE

phishing email ['fifin "i:meil] dULWNHIOBOE NUCbMO

spear phishing [spi® 'fifin] ueneson GULLNHI

social engineering ['saufl .end3zi'niarin] coumanbHasa nHxXeHepus

malware infection ['meaelwea in‘fek[n] 3apa)keHne BpeAoHOCHbIM MO

ransomware ['reensomwea] BbIMOraTesib

spyware ['spaiwea] WwnnoHckoe Mo

adware ['eedwes] peknamHoe MO

trojan ['treudzan] TPOSIH

worm [wa:m] yepBb

botnet ['botnet] 6oTHET

suspicious link [sa'spifes link] noao3puTtesibHas CCcblsika

malicious [ma'lfes] BPEAOHOCHbIN

integrity [In‘tegniti] LLeNIOCTHOCTb
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ENGLISH

proxy

router

Wi-Fi

public Wi-Fi
network segment
intrusion
detection
monitoring
sandbox
quarantine
whitelist
blacklist

update policy
compliance

risk assessment
security policy
password reset
account lockout
brute force
dictionary attack
rate limit
secure storage
encryption key

key rotation

TPAHCKPUNUNA

['proksi]
['rute]
['wal fai]

['pablik 'wai fai]

['netws:k 'segmant]

[in'tru:3n]
[di'tek[n]
['monitarin]
['seenboks]
['kworanti:n]
['waithist]
['bleeklist]
['Apdeit 'polisi]
[keam'plaians]
[nsk o'sesmant]
[si'kjuariti "polisi]
['pa:swa:d 'ri:set]
[@'kaovnt 'lokaot]
[bru:t fo:s]
['dikfonari a'taek]
[reit 'hmit]
[si'kjua 'sto:ndz]
[In'krip[n ki:]

[ki: rov'telfn]

PYCCKUM

npoKcK

poyTep

Balidan

ny6nuuHbii Wi-Fi
CErMeHT CEeTU
BTOpPXXEHMe
obHapyxeHune
MOHUTOPUHI
necoyHuua

KapaHTWH

6enbin cnucok

YEpPHbI CMMUCOK
NoanUTUKA O6HOBIEHMN
COOTBETCTBUE

OLleHKa pUCKOB
nonntuka 6e3onacHoCTn
c6bpoc napons
6noKnpoBKa y4eTHOM 3anncu
nepebop

cnoBapHas aTaka
OorpaHuyeHmne CKopocTu
6e3onacHoe xpaHeHue
KoY WndpoBaHus

poTaums Kar4en
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ENGLISH TPAHCKPUNUNA PYCCKUMN

session cookie ['seln 'koki] CecCnoHHas Kyka

zero trust ['ziarav trast] Hy/ieBoe JoBepue

device management [di'vais 'maanidzmant] ynpaB/ieHne yCTpoicTBaMm

mobile device ['mauvbail di'vais] MOBMNbHOE YCTPONCTBO

remote access [rn'maut 'aekses] yAaneHHbI 40CTyn

secure wipe [si'kjua waip] 6e3onacHoe cTtmpaHue

data loss ['deits lbs] noTteps AaHHbIX

privacy settings ['privasi 'setinz] HaCTPOWMKM NPUBATHOCTMU

incident report ['iInsidant n'po:t] ot4yeT 06 MHUMAEHTE
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